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Eavesdrop fear s as mobile phone security codes cracked

Asher Moses
December 30, 2009 - 11:29AM

Billions of mobile phone users around the world @reisk of
having their calls intercepted and recorded aféakbrs broke
the encryption used to protect 80 per cent of thddis mobiles.

People regularly trading in confidential informatjsuch as Government officials and executives |avba the most
likely eavesdropping targets but virtually anyonighvenough skills and determination could harnbssrésearch for
nefarious means, security experts warn.

German computer engineer Karsten Nohl told a haobeference in Berlin that he and his team decdldledsSM
(Global System for Mobile Communication) encryptalgorithm to draw attention to gaping securitydsoin the
technology and drive mobile operators to patch them

About 80 per cent - or 3.5 billion - of the world'®biles are based on GSM, which is over 20 yelas o

In Australia, virtually every mobile phone uses G8Ma variation of it after Telstra shut down iteeang CDMA
network, Telsyte research director Warren Chaisat#d.

Nohl, who has published the secret GSM encryptademnline, told the Chaos Communication Congtgissiteek
that a skilled eavesdropper using basic equipmmhfrae software could be recording phone callfiwil5 minutes,
The Guardiameported.

"This shows that existing GSM security is inadeqyaiohl, 28, said, insisting his work was puretgdemic.
“We are trying to push operators to adopt betteusty measures for mobile phone calls.”

Security experts including mobile encryption firrellErypt said it would be largely skilled hackeredavell-funded
criminals who would have access to the technologl/expertise required to intercept calls..

However, Cellcrypt's lan Meakimld the BBC that Nohl's work was still a "massive worry".

"It lowers the bar for people and organisationsrack GSM calls. It inadvertently puts these taoid techniques in
the hands of criminals," Meakin said.

The GSM Association, which devised the algorithaid Nohl's work was illegal and admitted intercegtcalls using
his method was "theoretically possible but pradifaanlikely”. It said it was taking the securitigreat very seriously.

Nohl claims he consulted lawyers before publistirgffindings and insists he is operating within dng. But he
conceded the data he produced could be usedédgitithate purposes, such as to create a phonentagpvice.

"What he is doing would be illegal in Britain artetUnited States. To do this while supposedly beorgcerned abol
privacy is beyond me," GSM association spokeswo@laire Crantoriold The New York Times.

Nohl is developing a solid reputation in the haack@mmunity after a similar campaign last year thdtto an update
the security protecting millions of cordless honm@mpes
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Several hacker groups had earlier signalled thégntions to crack the GSM algorithm, which progezlls by
scrambling the communications link between theaddise station and handset.

Serious security flaws in the technology were digted and exposed as early as 1994.

A newer, more secure version of the algorithm teenldeveloped by the GSM Association but it has/abbeen
implemented by most mobile mobile network operatomind the world.

This story was found at: http://mww.smh.com.au/technol ogy/security/eavesdr op-fear s-as-mobil e-phone-security-codes-cracked-
20091230-1j90.html
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